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PKI Certificate Installation and Renewal

Installing a Location Certificate

o The following procedure need only be performed on 1 computer.

o The PIC for the location certificate will have been provided to your practice by Medicare Australia in a letter. The
PIC is case-sensitive.

o Launch the PKI Certificate Manger via Windows’ Control Panel. The PKI Certificate Manager is installed with
MedicalDirector PracSoft/Blue Chip.

Create a New Store for your Location (site) Certificate.

o You can search for an existing store if you know you already have one.

o If a Certificate Store has not previously been created on your system, the Store Setup Wizard will automatically
launch the first time you run the PKI Certificate Manager. You can manually launch the Store Setup Wizard on
subsequent uses of this application by clicking the Setup button on the PKI Certificate Manager main window, as

shown below.

Cartificate Manager - CAUsers\joanneg\Documents\My Received Files\hic.psi [
View: Cetfificates T | @ Senp.
Personal | Dihes People | Token Resident | Root Certification Authesites | & instal..
lssued To | lssued By | Emad | Expiration |
Bl K Site 9523221 CMeTest Medicare fu . Oct 21 2265:34 2004 s -
S8 KCSie 8533221 CN=Test Medicars Au.. Det 21 2255:34 2014

1. Select the Create a New Store option (as shown below) and click the Next button to continue.

Welcome to the Store Setup Wizard

Flease Chooze Ore of the folowng:
5 Cresle a New Store
' Uge an Ewasting $lore
" Seamch for an Existing Store

2. You will be prompted to select the store’s location. Either:

o Click the ellipse LJ button, and browse to the location where you want to store the hic.psi, and then type
hic.psi in the file name, or
o Type in C:\Program Files\Common Files\PKI\hic.psi

3. Click the Next button. Enter your preferred password.
o Itis recommended you use your HSS number (Minor ID). Failing that, ensure you make a note of the store

password.

4. Click the Finish button to create the certificate store.
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Installing your Location (site) Certificate into the Store

1. Toinstall the location certificates, click the Install button.

PRI Certificate Mansger - C\Program Files\l Fle\Pilbicps e - [
iw Coitilnzates | D Senp
Peazonial | Otter Poogie | Token Fissident | Fioot Confication Autharites | (B tratal..
Izsusd To [ teeurdty [ Ermad [ Expuaten |

e~

2. Enter the store password you created in step 3 above. Click the Next button to continue.
3. The Site Certificate Installation window will appear. Browse to your CD...

o By using the drop-down arrow and selecting your drive label e.g. D:\, or
o By clicking the ellipse L button and browsing to your CD drive.

Select the path to the
Location Certificate
Wiolurne M ame:
o = ]

4. Click the Next button.
5. Enter the PIC passphrase supplied by Medicare (this is case-sensitive).
6. Click the Next button. Certificates that will be imported into the store window will be displayed.

~ Couliicates:
Sl et Medicars Ausiraia 0000000000
EJ TEST SecueMet Health OCA
EJ Tent Secunshet Linited Root Carification &
B Test Modicarn Australa Drgarization Certib

-1|_ ]

7. Click the Finish button. You will be returned to the PKI Certificate Manager.

o The ‘Personal’ tab should now display 2 Certificates.

Personal | Dither People | Token Residert | Root Ceriication Autheribe: | & insat,
lssued To [ ssmd By [ Ermai | Expiation

E EC Sie BE3:3221... CHeTest Medcae S . Ot 271 22:55:34 2014 @5“" =
@ EC Sie BE3 3221, CH=Tezt Medcane S . Ot 21 22:55:34 2014

o The ‘Other People’ tab should now display four Medicare Certificates.

B

Pessonal Other People | Teken Resident | Root Cetication Autherities |

lzsued To [ 1z2ued By | Ernai | Expiration |
§l" Medicare Australia.. CNsMedicare Australs.  ebus@hic. gov.au Mar 12 032317 2014
53" Medicare Austislia.. CHsMedicars Austrsks  ebusi@hic gov. au Mar 12 032317 2014
§E1" Medicare Austiaia,, CHMedicars Austraba,  ebus@medicaresustial . Dec 17 23.57.07 2014
B Medicare Austishia. . CNeMedicare Austraia . ebus@medicareaustial . Dec 17 2257.07 2014
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Configuring Location Certificate Details for PracSoft

On the Server

1. From the MedicalDirector PracSoft main screen select Setup > Workstation Settings.
2. Then either;
o Click the ellipse L button and browse to the location where you want to store the hic.psi, or

o Enter ‘C:\Program Files\Common Files\PKI\hic.psi’ as the Store Location (provided that ‘C’ is your local
system directory/drive).

Workstation Settings
| Biling | Online Claiming |

Store location:  |c:\Program Files\Common Files\PKIYhic. psi |

Store password:

I Save ] | Cancel

On the Workstation(s)

1. From the MedicalDirector PracSoft main screen select Setup > Workstation Settings.
2. Either;
o Click the ellipse L button browse to the location of the hic.psi, or

o Enter \\'SERVER NAME'\PKI\hic.psi.

3. Enter the Store password.

4. Click the Save button.

Workstation Settings

| Biing | Online Claiming |

Store location: WFrontDeskipkihic, psi | e

Store password:

Note: If the hic.psi is not installed in the default location;

o This location can be found by opening the PKI certificate manager on the server. Check the location at the
top of the window in the bar, or

o By searching for the store via the PKI Manager, Store > Seach for exisisting store.

© 2017 Health Communication Network Limited 5
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Configuring Location Certificate Details for Blue Chip

Open MedicalDirector Bluechip
Select Setup >

Select practice

1

2

3

4. Select Batch types
5. Select your Medicare Online Bulk Bill or Eclipse batch type.
6

Click the Configure Medicare Australia button.

e ™
Batch Setup M
Batch Type:
BEG-h
BBG-+ Batch Method: Medicare Australia Bulk Bill
BEF-h
BEP-r MName: IMA Online BB
BBS-h
BBS—+ Items per invoice: |14
HIC BB
HIC DVA Invoices per batch: IBO
Lismore Base
MA Online BB
MA Online DVA
MA Online Patient Claim
Configure Medicare Australia... |

uew...l Delete oK I Cancel

7. Select the Location and Authentication tab.

i ™y
Medicare Australia Setup M

| Medicare Australia System | Logic Pack | Network | Location and Authentication | patient Verification

Location ID: BCPOO0O0
Passphrase: Im—

Crypto Store Location: IE:\F‘rogram FilestHICWPEI Eg'};

Show Certificate Expiry Date |

o ] oo

8. Enterin the passphrase you entered when creating the Store.

9. Open a patient’s record in Blue Chip. Locate and click the Verify with Medicare Australia button under the
Medicare card number for patient.

i E
fecupation @ Medicare  Card No Validto  Ref

e (IVeteran  |9950 117631 [06/2019 [ 1

H

last verified using Medicare Australia; Mot yet verified, I-E

| | Verify patient before inveicng. Verify with Medicare Australia... | F
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Update the Location / Personal, and Medicare Certificates

The Personal pane in the PKI Certificate Manager holds the certificates issued to a customer. These certificates can be
a combination of Individual, Location and Known Customer.

1. Close MedicalDirector PracSoft and MedicalDirector Clinical on all computers, including the Server.

2. Navigate to the Windows Control Panel via Start > Settings > Control Panel and double-click the PKI Certificate
Manager icon.

Select the Current Store Location

Upon opening the PKI Certificate Manager, you may encounter one of the two following scenarios:

Scenario One: If the PKI Certificate Manager already knows the location of your PSI Store, the PKI Certificate will load
this store automatically.

i
l'] PKI Certificate Manager - C:\Program Files\Common FiIes\.Pi(Nic.ps]

View. Certificates

Petsonal | Other Pecple | Token Resident | Root Cettification Authortes |

Issued To | 1ssued By | Email | Expiration

Wl KCsSite877:5327.. CN=TestMedicare Au.. ke steST7@medicarea.. Jun 21 00:34:58 2016
ﬂr:=| KC Site 877 :5327... CM=Test Medicare Au...  kc.site877@medicarea.. Jun 21 00:34:58 2016

Note: Please check the PSI Store Location listed on the title bar. As an example, in the screenshot above, the Store
location would be: C:\Program Files\Common Files\PKI\hic.psi. If you are unsure of the Store location, please
consult the information outlined above. Proceed to the next step (Import the Location / Personal PKI Certificates) if
the location listed is correct.

If the location listed is not correct:
a. Click the Setup button and proceed to Scenario Two (below).

b. If you are unsure of the Store Location, go into MedicalDirector PracSoft > Setup > Workstation Settings,
confirm the store location and close MedicalDirector PracSoft.

Scenario Two: If you are opening the PKI Certificate Manager for the first time or need to specify a new store location,
you will need to select your current PSI Store location. The following prompt appears:

A Store Setup Wizard u

Welcome to the Store Setup Wizard

Pleaze Chaose One aof the following:
" Create a New Store i

©~ Use an Existing Stare

" Search for an Existing Store ||

* This must be successfully completed before the Il
Setup action can commence

|
< Back | Mest » | Cancsl I 4

The recommended options are to either:

a. ‘Use an Existing Store’. This option will ask you to browse to the PSI Store (the location of the certificate
database); you will need to know where the store is located in order to browse to it. Or,

b. ‘Search for an Existing Store’. This option will attempt to search your computer automatically for a PSI store.
If you choose this option, you will then be prompted to select the drive letter you wish to conduct a search on

© 2017 Health Communication Network Limited 7
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and click the Next button to conduct the search. From the search results returned, select the store location
you wish to use and click the Finish button to confirm.

Note the default PSI Store location is C:\Program Files\Common Files\PKI\hic.psi

e = - T — B
[ Store Setup Wizard e o

Select the Default Store

{3 C:5Program Files\Common Files\PE]hic. p=i

{73 C:5\Program Files“HICAPS 4HICOnlinetlibhau. gov. hic.p
{3 C:\Program Files‘Medicare Client AdaptariDnline Clai
{1 C:AUsershJoanneghAppD atahFRoamingsMicrosaftsiir
I C:AUzershoannegiMD PS5 Discshhic.psi

3 C:wWindowsTemph DiE_Blank_hic. psi

< Back I Finizh Cancel
—

Once you have found and selected the PSI store, the PKI Certificate Manager will remember this location. The next
time you open the PKI Certificate Manager in the Control Panel it will automatically know where your PSI Store is, and
will not ask you to locate it again.

Import the Location / Personal Certificate

To import the location / personal certificate through the PKI Certificate Manager:

1. Once the PKI Certificate Manager is open, click on the Install button.

2. You will be prompted for your Store password. The Store password was first set when installing the certificates.

fo= It
[ Site Certificate Installation S

Welcome to the Site
Certificate Installation Wizard
Enter the Store's Passwaord: |
Pazzward: I II
* Thiz muzt be successfully completed befare the |
Irmport zan commence |
|

< Back [ ent > | Cancel I'

© 2017 Health Communication Network Limited 8



PKI Certificate Installation and Renewal

3. Select the location of the HIC certificates. If you are installing the certificate from a CD, please change the drive to
the appropriate drive letter, i.e. D:\.

(K51 Site Certificate Installation [E5
Select the path to the
Location Certificate
—alume Mame:
I
|

* Thiz iz on the dizc mailed ta you by the Medicare
Australia. If you have copied the contents of the
dizc to another location you may t
enter that path instead.

cBack [ Nets | canced | ||

4. Enter the new PIC passphrase.

5. You will be presented with a list of certificates that will be imported. Click the Finish button to continue.

Import the Medicare Australia PKI Certificates

If you have successfully navigated to your PSI Store, you should be presented with a window similar to the following.
This image indicates that the PKI Certificate Manager has already located the PSI store.

1. Once the PKI Certificate Manager is open, click the Store button and select ‘Initialise Defaults’.
2. You will be prompted for your Store password. The Store password was first set when installing the certificates.

3. You will be presented with a list of certificates that will be imported. Click the Finish button to continue.

fm— ™y
{4 Store Initialization Wizard [E5

Certificates that will be imported
into the Store

 Certificates:
@ Medicare Australia :3421870354 I
@ Medicare Australia 3421870354
§Q Medicare Australia (6278034019
@ Medicare Australia (6278034019

<l 3 |

Details... |
* On completion, these Certificates will be added l
ta the Store I

<Back [ Fnsh | Cancel | ||

4. After these certificates have been imported, you should be able to see two Medicare Australia certificates, plus
two Catherine Argall certificates under the Other People tab (below). This confirms that you have completed this
task successfully.

IMPORTANT NOTE: Before resuming your online transmissions, reopen MedicalDirector PracSoft to ensure you
are using the certificates that have just been imported into the store.

g

MedicalDirector
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Delete the Old Certificate

When you import the new certificate, the update process does not delete the old certificate due for expiration. When
trying to send claims to HIC or trying to conduct OPV checks, a message appears suggesting the certificate has expired
and won’t allow claims to be processed. These expired certificates will need to be manually removed.

1. Within the Windows Control Panel, open the PKI Certificate Manager. You should see the new Medicare Australia
certificates, and old certificates (Catherine Argall) under the Personal tab.

2. Select the certificate to be removed.
3. Click the Tools button, and select Remove.

4. You will be prompted for the Store Password.

- '
Tﬂ Remowe Object from Store _——— u

— Confirm with Store paszword:

Passward: I

@ KC Site 877 :5327160890

lszued By: CM=Test Medicare Australia Organisation Certific
Email: ki, ziteB 7 F@medicareaustralia. gov. au

W alidity: Jun 21 00:34:59 2011 to Jun 21 00:34:58 2016
Serial #: 041735

ok I Cancel

5. Click the OK button to remove the expired certificate.

To test a successful certificate renewal in MedicalDirector PracSoft, select and right-click a Patient from the Waiting
Room, and perform an OPV Check.

MedicalDirector Head Office
Level 5, 477 Pitt Street,
HAYMARKET NSW, 2000
Tel: +61 2 9906 6633
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